PR X S A
- £ FAlIOS Thingt)STM32 541

life.augmented

Presentation Title  15/08/2018



life.augmented

P o 25 m, T

loT Hub PRy HAEARYT AR -

gt 3

Brin 6k SN i e

2 UERBLFR WS

Presentation Title 8/15/2018



~AlIOS Thing H1STM32 52451

o SER IS EEAL IR B
« 4 PIREFTHE = ToT hub
© SOV 2 v I IR $E I R A%

g

A

NlI0S 1 Things



Lys

life.augmented

STM32L475 loTHRZ B4

Arduino Connector

User
USB-OTG LERa

ST-Link +

User Button

43362 M3G
1404

Reset Button

Arduino Connector

b}

ST-Link Status
LED

QSPI Flash

STM32L475VG




AliOS-Things

« MCU _F e 1 3 4

Clone with HTTPS (@

¢ BE‘[ % E EA 9:|: E{B‘ /—\Eé %?}E Use Git or checkout with SVN using the web URL.

https://github.com/alibaba/Ali0S-Things.gi [

 Mhttps://qgithub.com/alibaba/AliOS- B TP BN T

ThlngS %P‘(ﬂﬂ Open in Desktop
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High-performance 398 CoreMark 608 1 082 CoreMark
; 120 MHz CoreMark 216 MHz
150 DMIPS 180 MHz 462 DMIPS
""""""""""""""""""" 225 DMIPS
. 245 CoreMark*
Mainstream il.lgGM(f_'ozreMark @ 177 CoreMark@ 72 MHz @
72 MHz

(*) from CCM-SRAM

NIi0S @ NIi0S

Ultra-low-power [ B5uper 93 Core 273 GoreMark
26 DMIPS 33 DMIPS 100 DMIPS
ARMCORTEX ]
P Technol ! Cortex-MO Cortex-M3 Cortex-M4 Cortex-M7
rocessor echno Ogy k Co rteX_MO+
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o FHIR

o Q%" i (product), &% (device)LL K 3 #i(topic)



http://iot.console.aliyun.com/

P B v AT AN

 fEmqtt example Y A NN Z, Flin

« #define PRODUCT_KEY "H5RYR7tUhzP"
» #define DEVICE_NAME "alios"
» #define DEVICE_SECRET B

« Hixsikand

IREENEE

FEEh . stm32 475 EE Productiey : HS5RYR7tUhzP &%l
DeviceName :  alios Sl DeviceSecret : #¥¥k¥* R
LEEE - e R IPEELE © 223.104.213.72
RO0ETE - 2018-03-01 17:38:33 EUEEE - 2018-03-01 17:41:00



netmgr connect A-GUEST meisieeisie

* netmgr connect ssid password

nected to AP A-GUEST
IP Addr 21
91a@] ip 32 1
ifi_service_event!

ifi_service_event!

rvice_event !

instead
post_version_msg

os_mgtt_test

(Blue) to publish LED desired value on the f D C s_mgtt_test/d

3333233333333 33333333233332333333333333333233233323042300s0232000023a02233

packet-1d=4, publish topic msg={

"humidi
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deviceName: messageld:
15574h[v] | | 2018-06-07 16:41:17~2018-06-07 16:56:17 =%
A ia] MessageID deviceName RE

2018-06-07 16:54:00.763 1004647653755084800 alios

2018-06-07 16:53:58.551  1004647644477288448 alios

2018-06-07 16:53:56.414 1004647635505647616 alios

Publish message to

topic:/HSRYR7tUhzP/alios/d...

Publish message to

topic:/H5RYR7tUhzP/alios/d...

Publish message to

e e s sl e 4 o



http://iot.console.aliyun.com/
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dyn_mem_proc_task

idle_task
timer_task

aos-init

PEND
RDY
PEND

PEND
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Bootloader
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UART/SPI/I

2C/... RV

X bank
FMC/FSMC flash

RNG/CRPY
Qi /HASH
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MQTT

HTTPS
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0x00810000

0x00410000

0x00010000
0x08010000

0x00000000

0x08000000 QSPI Flash(64MB)

STM32F769NI(2MB)
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o STM32F769 7 v [E 4 T 2% i 14,
e |AR Embedded Workbench for ARM

e ST-Link Utility

KKK KRR KRR KRR KRR R KRR KR KR KRR KK KKK KR KKK KRR KKRRKRRRRKRKRRKRKRRKRK KKK
STM32 IoT Discovery kit for STM32F769 MCU XXX

Cloud Connectivity Demonstration XXX

version 2. - Apr 9 2018, 16:17:26 XXX
AXEXKKKKKEKKKKKKEKKRKR KK KKE KKK KKK KX KKK KKK KRR KRR AR RR KKK KK KKK KKK

(xxx IOT Demol- MQTT & OTA xxx

x%% WIFI connection *xx

Initializing the Wi
AT version:1.2.0.
SDK_version:1.5.4,
o
a 1%

ule
1 2016 20:04:45)
9a32)

Ai-Thinker Techn

® FOTABinConverter Dec "2 2016 14:2

e HELIOTYIEIIRSFIBOSRS:
e MOTT.IX(EHELAD

Connecting to AP: iPhonesz Attempt 1/3 ...
Connected to AP_iPhonesz

Retrieving the IP address

IP address: 172.20.10.6

x*%¥ Start connectin server ¥x

Server address: 051§F2@c5a5a44a7874f'dac14ee4@céb mqtt.iot.gz.baidubce.com : 1884
Attempt 1/3 ...

Connection in progress:

File Edit View Project ST-Link Tools Window Help O RARE = ArRSts  mmsEs Q

o EERHA

main.c ‘

= C3 Application
@ ] Baidu
=3 common
@ CIEwARM
L@muser

8 [0Doc

&[] Drivers

& (] Middlewares

& [ Utilities

—# (] Outpout

Project

Ready

E [ Project - STM32F7691_Di...

DS E@ = | |
Waorkspace x
|STM32F7691_Discovery -

Files AromR

B

int main(woid)

A (10T Hub ) EASREN=ES | FPRAES iR AL TSGR , LEIBsEaEn
BB, S, SRS IRIIER

/* MCU Configurati

/* Configure the MPU attributes as Fri
MPU_Configi) ;

Through */

ff—Jl‘—«

BEN SIS Q

- XTMAST
/#* Enable the CFU Cache */

CPU_CACHE_Enable(): SR AMBR

BIHxE mhm AESES

/* Reset of all peripherals, Initializes the Flash intg P
HAL Init{):

/* Configure the system clock */
SystemClock Config();

BSPE_Config();

on #4 PSE, 22 B By ERNTEERS. "Pﬁluﬁﬁé‘iﬁlzmﬁ'fm’ﬁE%*@{{WABOS FRIEL
) EHHTETENRNE, BOSKIStRE. A $FSEMriEs | BEaEsraivriEs k.
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10T Hub
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STM32F769DK Z ¥t [E A T+ 2 9 FE 43 N e 28 47«
Bootloader 1 H F b FH £ 7

0x08010000

0x08000000

Bootloader

BERGREESNHIERF
Fe 5 B E 4+ 2 FH P R FFflash
BREE AT H PR

Presentation Title 8/15/2018

J\

TAELEH



A ) SR
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IR

[ Bavorycen

4 Paho MQTT Ll
embedded C FreeRTOS
= [a] 4 cJSON mbedTLS
\ y
([ ~
STM32E769DK BSP STM32F7 Cube WIFI Module
HAL Driver
\JEZE K] y
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. STM32F769DK_OTA_APP Vxy.z

. _htmresc

. Drnivers
b Esp/
. CMSIS
= L STM32F7a HAL Driver

. Middlewares

|\ Third_Party
3 i CJSON'I-E-D /
I+ Js FreeRTOS

[ 4y LwiP
= Ju mbedTLS

4

0 MQTT-Paho
. Projects
. Common
. Baidu /

+ Jy Share

. STM32F7691-Discovery
\. Binary

b o EWARM

. Inc
.ﬁ\

| Src4—

=y Utilities

| R 45 1)

STM32F769DKHR [ 4 2% 4% 51

ik FH 2 o B A

EEEAEIOT 8 FIMQTTE /- i s 3

WAL BT A FH O A ) S R e
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Application Code I—J |

| —— 2R,

4 net.c )
- J

net tls mbedtls.c lTLS
TCP ,‘ ]

: - )

T T T T T wWE !
: wiﬁ_net.jv WIFI I c2c_net.c l cz2c
net_if_init() I
net_tcp_wifi.c | net tcp c2c.c

net_sock_xxx_tcp_wifi()

1

Vo

I hd
|
!
‘ |
,I \_h ________ = o st R B Y - - _)
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Sr =AY

o HAEI0TH | i #AE
« MQTTH B —

o 845 11 B A

m

N~ .

SMQTT% )

baidu_iot_network _wrapper.c

——>baidu_iotclient.c

gtt._msg_handler.c

- - - —_— —
% Project - IAR Embedded Workbench IDE - ARM 7.80.4

EEI=)

File Edit View Project ST-Link Tools Window Help

NeH@| S|t 2R o

Yo opdh BHVRS D

haidu_iot_netwark_wr. .
baidu_iotclient.c
matt_msg_handler.c
T Cammman
CIEWWARM
[ User
[JDac

[ Drivers

OO Middlewares
[ Utilities

LI 0utput

——— 1

I Project

L SEEE main.c baidu_iotdierlt.c| fl -x
’STMSEF?EQl_DiSCDVEW v extern void MQTTcallbackHandler (MessageData * data); =
L
. o
RS i int baiduiothub_connect (void)
B (F Project- STM32F7691_Di... v =0

—& [LAanlication int ret: —
=[] Baidu uintd_t connectCounter = 0; E|

4

/*process TCP connect#/
msg_info("\n*** Start connecting to MQTT server ***\n");
mag_infc("Server address: %=z : %d\n\n",HO0ST_ADDBESS,HOSI_FORI

do
B i

connectCounter ++;

mag_info("Connection in progress: Leotempt %d4/%d ...\n",cc
|
//nev a MOTT network interface
mItt_network new(ssfetwork); //@sz I
I:|] #1fdef ENABLE M{TT_ TL3
rrf | 52

C\Users\amanda shen\DesIctop\workjng\STM32F?69DK OTA_ APP V1.2.0

Presentation T|t|e 8/15/2018




AR
EMQTT 2 g SE

N—

baiduiothub_connect()

baiduiot_devicestatus baiduiot_sub_shadow()
_update()

\
MQTTcallbackHandler()

baidu_iotclient.c
mqtt_msg_handler.c

v
( baidu_connect
_network_tls()

baidu_connect

_network()

net_sock recv()

net_sock_close()

v
mqtt_socket _send() mqtt_socket_recv()

/
\
baidu_iot_network__

mqtt_socket_discon wrapper.c

mqtt_socket_close()
nect()

net _sock_send()

net.c

Lys
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T NPT
« HTTPZ " lig—

74

R ECK

http_util.c

o [EH T #HOd FE——rfu.c

— . 0

# £ -
}@ Project - IAR Embedded Workbench IDE - ARM 7.80.4

EE~"

File Edit View Project ST-Link Tools Window Help

D H@ & ¢ 2R o

/Y euEredh BNUE S

Workspace

[ wifi_nat -

STh32F7691_Discovery hd
Files froby .
B (F Project- STM32F76891_... v
2 [ Application
3 Baidu
= [0 Common B
entropy_hardware. .. 3
Y bos e
3 hitt_util.c
(o] 10f_flash_config.c
mbedts_netc B
net.c
net_top_wifi.c
el btz o
-
[ tirmer.c 4
L s

main.c | baidu_iotdient.c | rfue |

) ~x

* RFU ERR FF Error decoding the s1
* RFU ERR FLASH Error Srasing or proc N
7

int FW_Downloading(const char * const url, uint32_t dest_addres

=
int rc = RFU_OK;
int ret = 0;
uint32_t fw_total_size=0;
FW_Version fw_wversion new;
uint32_t bklock sum=0;
uint32_t total_ sum=0;
uinté_t is_fwl_flag=0;
uint3Z_t downloaded block num = 0;
uint3Z t fw_block size=0;

gom— |

uint32_t
uint32_t

total number datablock=0;

datablock download offset ar

I Froject

// uint3z t
i uiutSE‘_t previous_totﬁl_sum=0;

4 I

dest flash address offse

Lnl C
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FAER 1 7yk (16 F79)
AR 1 B8R

AR 1 B9E6EE

AR 1 B9E6EE

FAEH 2 9k (16 F5) AR 2 BEEE
AR 2 B9E6EE
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R

A SIS (205%) |
K AR
" e eomEsm s, |
moe | . FR K R B R B (1 P 2
w—a 7 | ,
%HEE'E A&/ TN
checksum
N B
« TS B SO 45 AR IR -
HEAbin LA
‘7 — checksumix 4
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QSPI Flash(64MB)
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QSPI Flash

o« ECHTHET A
o BOARF
= SUR AL EPS EPSE

[ ) bk A A 5

 Checksum
o NEURMIRE
o NEUE

stm32f769i_discovery _qspi.c
gspi_flash_if.c
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IS

CHHEI0THRS: =

(T

N—

D

« EHEIOTV &8I EH SRS
o BEAETRIEE (RSEbl, P48 &, F A

: ._ a3a44a787dlmeisimmidnth. mytt.iot.gz.baidubce.com:1883 baid u_iOtCI ie nt_CO nf. h

S5L Addr:
sshffc513f, 87 AN matt.iot.gz.baidubce.com:1884
WSS Addres

=] #ifndef BATDU ITOTCLIENT CONF H
#define BAIDU_IOTCLIENT_CONE_H
F*RMOTT cliant configuration®/
sf¥dafine HOST ADDRESS "gt Jgb best mobl job g haidubcs com®

#define HOST RDORESS I" oo Jp =gct. iot.gz.baidubce. com™ I

#ifdef ENABLE MQTIT TLS
#define HOST_PORT 15684
dalze
#define HOST PORT 1283
- #endif

A | sdefine MQTT CLIENWT_ID " -

#defing BATDU_DEVICE_SHADOW_UPDRTE_ACCEPTED TOPIC “shaidu/iot/shadow/: _ _ Jfupdate/accepted”
#definel BATDO_DEVICE SHRDOW UFDATE _TOFIC "fFbaidu/iot/shadow/RNS00RAN0 i/ update™

#define] BATDU_DEVICE SHRDOW DELTA TOPIC “sbaidu/iot/shadow/ )/delta™

#defing MOTT_USER_NAME "{ r

gdefing MOTT PASSWORD ™) F="

L #endif s+ BAIDY IOTCLIENT CONF H */

Lys
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F:TPaho
H O SE % B

fli 11 & 2 A SDK
N R TF R

JEFE HAh

=~ FE IoTIRSS

baidu_iot_network wrapper.c
= Daidu_iotclient.c

mqgtt_msg_handler.c

=

JBEES (S
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HAM ) = A7 i

o EEFMEAEAR R ST EHTTPL. L1708 IR 55 SR AR A7 B #1 [F 4
o WRELIFHTTPS, fRiAFEZE,

1. K Bk N A Ecerts.h

2. &Ehttp_util.cd?, httphost_cas_pemf)5E X HURARAE FH HIE
SLEZ

3. MBI XIIHE, EimbedTLSHIACE
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Applicatiori Code E il:g%WI F I 7[;%;:@%

4 net.c )
net_init() net_sock_create() net_sock_open()
net_sock_recv() net_sock_send() net_sock_setopt()

. J

net tls mbedtls.c lTLS
TCP ‘ ]

~

Cc2C

c2c_net.c l

net tcp c2c.c

Vo

Lys
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net_sock create tcp_wifi() net_sock destroy_tcp_wifi()

net_sock close_tcp_wifi()
net_sock_send_tcp_wifi() net_sock_recv_tcp_wifi()

-~

net_if_init()

net_sock _open_tcp_wifi()

wifi_net.c

net_tcp_wifi.c

WIFI_OpenClientConnection() WIFI_CloseClientConnection()
WIFI_SendData()

IFI_ReceiveData(

ESP8266 EstablishConnection() ESP8266 CloseConnection()
ESP8266 ReceiveData() ESP8266 SendData()

o
1

» !
ESP8266 10 _Init() ESP8266 |0 Delnit() I
-Sp8266_io .cI

ESP8266 |10 _Receive() ESP8266_10_Send() :

Y o= - = = = — =
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Mwifi2|2G/3G

. MW T FEdZHinet_tep wifi.c, wifi_net.c, A A& WIFIEEH (1 3R 5 S0 14

. [ LAEF s Inet_tecp_c2c.c, c2c_net.c, A S 2G/3GHE B (1K) 9K 5 A4
. WRIE2GI3GHLEL 1K A, HE o iEnet_tcp_c2c.c ,c2c_net.c A ;

. {R#iFnet_tcp_c2c.c, c2c_net.cHIREHE DAL, it

net_sock open_tcp c2c(), i&senet if init().
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